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1.Which of the following is the GREATEST security concern when outsourcing code development to 
third-party contractors for an internet-facing application? 
A. Intellectual property theft 
B. Elevated privileges 
C. Unknown backdoor 
D. Quality assurance 
Answer: C 
 
2.Which of the following is assured when a user signs an email using a private key? 
A. Non-repudiation 
B. Confidentiality 
C. Availably 
D. Authentication 
Answer: A 
Explanation: 
Non Repudiation is your virtual John Hancock. It's a way of virtually stamping any data or document with 
"I am who I say I am". Only way to break this would be if the private key owners' private key became 
compromised. 
Which at that point you got bigger problems than Non Repudiation. 
 
3.Which of the following provides a calculated value for known vulnerabilities so organizations can 
prioritize mitigation steps? 
A. CVSS 
B. SIEM 
C. SOAR 
D. CVE 
Answer: A 
Explanation: 
CVSS is maintained by the Forum of Incident Response and Security Teams (first.org/cvss). CVSS 
metrics generate a score from 0 to 10 based on characteristics of the vulnerability, such as whether it 
can be triggered remotely or needs local access, whether user intervention is required, and so on 
 
4.A user enters a username and a password at the login screen for a web portal. A few seconds later the 
following message appears on the screen: Please use a combination of numbers, special characters, 
and letters in the password field. 
Which of the following concepts does this message describe? 
A. Password complexity 
B. Password reuse 
C. Password history 
D. Password age 
Answer: A 
 
5.Two organizations plan to collaborate on the evaluation of new SIEM solutions for their respective 
companies. A combined effort from both organizations' SOC teams would speed up the effort. 
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Which of the following can be written to document this agreement? 
A. MOU 
B. ISA 
C. SLA 
D. NDA 
Answer: A 
Explanation: 
A document that regulates security-relevant aspects of an intended connection between an agency and 
an external system. It regulates the security interface between any two systems operating under two 
different distinct authorities. It includes a variety of descriptive, technical, procedural, and planning 
information. It is usually preceded by a formal MOA/MOU that defines high- level roles and 
responsibilities in management of a cross-domain connection. 
https://csrc.nist.gov/glossary/term/interconnection_security_agreement 
 
 


