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1 .Which statement is correct concerning the trusted network detection (TND) feature?

A. The Cisco AnyConnect 3.0 Client supports TND on Windows, Mac, and Linux platforms.

B. With TND, one result of a Cisco Secure Desktop basic scan on an endpoint is to determine whether a
device is a member of a trusted or an untrusted network.

C. If enabled, and a CSD scan determines that a host is a member of an untrusted network, an
administrator can configure the TND feature to prohibit an end user from launching the Cisco AnyConnect
VPN Client.

D. When the user is inside the corporate network, TND can be configured to automatically disconnect a
Cisco AnyConnect session.

Answer: D

Explanation:

de/ac03features.html

Trusted Network Detection

Trusted Network Detection (TND) gives you the ability to have AnyConnect automatically disconnect a
VPN connection when the user is inside the corporate network (the trusted network) and start the VPN
connection when the user is outside the corporate network (the untrusted network). This feature
encourages greater security awareness by initiating a VPN connection when the user is outside the
trusted network.

If AnyConnect is also running Start Before Logon (SBL), and the user moves into the trusted network, the
SBL window displayed on the computer automatically closes. TND does not interfere with the ability of the
user to manually establish a VPN connection. It does not disconnect a VPN connection that the user
starts manually in the trusted network. TND only disconnects the VPN session if the user first connects in
an untrusted network and moves into a trusted network. For example, TND disconnects the VPN session
if the user makes a VPN connection at home and then moves into the corporate office.

Because the TND feature controls the AnyConnect GUI and automatically initiates connections, the GUI
should run at all times. If the user exits the GUI, TND does not automatically start the VPN connection.
You configure TND in the AnyConnect profile. No changes are required to the ASA configuration.

2.Refer to the exhibit.
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# YPN Client | Certificate Enrollment

Choose a cerificate enrollment twpe: ™' denates a required feld:

f« Orline
Certificate Authority: | <News ﬂ
Ca URL™ |http:.-".-"u:a.aI:u:.u:u:um.-"u:ertsw.-"msu:ep.-"msu:ep.u:III
C& Domain: |a|:u:.|:|:|m

EETEEREE

Challenge Password:

" File
File encoding: Birary i
Filenare™ ]

Mew Paszword: |

Mext Cancel

You are configuring a laptop with the Cisco VPN Client, which uses digital certificates for authentication.
Which protocol does the Cisco VPN Client use to retrieve the digital certificate from the CA server?

A. FTP

B. LDAP

C. HTTPS

D. SCEP

E. OCSP

Answer: D

Explanation:

About CRLs

Certificate Revocation Lists provide the security appliance with one means of determining whether a
certificate that is within its valid time range has been revoked by its issuing CA. CRL configuration is a part
of the configuration of a trustpoint.

You can configure the security appliance to make CRL checks mandatory when authenticating a
certificate (revocation-check crl command). You can also make the CRL check optional by adding the
none argument (revocation-check crl none command), which allows the certificate authentication to
succeed when the CA is unavailable to provide updated CRL data. The security appliance can retrieve
CRLs from CAs using HTTP, SCEP, or LDAP. CRLs retrieved for each trustpoint are cached for a length of
time configurable for each trustpoint. When the security appliance has cached a CRL for more than the
length of time it is configured to cache CRLs, the security appliance considers the CRL too old to be
reliable, or "stale". The security appliance attempts to retrieve a newer version of the CRL the next time a
certificate authentication requires checking the stale CRL.

3.When using clientless SSL VPN, you might not want some applications or web resources to go through
the Cisco ASA appliance. For these application and web resources, as a Cisco ASA administrator, which
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configuration should you use?

A. Configure the Cisco ASA appliance for split tunneling.

B. Configure network access exceptions in the SSL VPN customization editor.
C. Configure the Cisco ASA appliance to disable content rewriting.

D. Configure the Cisco ASA appliance to enable URL Entry bypass.

E. Configure smart tunnel to bypass the Cisco ASA appliance proxy function.
Answer: C

Explanation:

thttp://www.cisco.com/en/US/docs/security/asa/asa80/asdm60/user/guide/vpn_web.html
Content Rewrite

The Content Rewrite pane lists all applications for which content rewrite is enabled or disabled. Clientless
SSL VPN processes application traffic through a content transformation/rewriting engine that includes
advanced elements such as JavaScript, VBScript, Java, and multi-byte characters to proxy HTTP traffic
which may have different semantics and access control rules depending on whether the user is using an
application within or independently of an SSL VPN device.

By default, the security appliance rewrites, or transforms, all clientless traffic. You might not want some
applications and web resources (for example, public websites) to go through the security appliance. The
security appliance therefore lets you create rewrite rules that let users browse certain sites and
applications without going through the security appliance. This is similar to split-tunneling in an IPSec
VPN connection.

You can create multiple rewrite rules. The rule number is important because the security appliance
searches rewrite rules by order number, starting with the lowest, and applies the first rule that matches.

4 Refer to the exhibit.

L status* Disconnected | YPH Client - Yersion 5.0.01.0600

Conneckion Entries  Status  Cerkificates Log Opkions Help

I% o ¥ vl

Wit |mport E =port En.r.u.:-ull Werify Delete CISCO

Cormection Enties | Certificates lL-:ug ]

| Mumber | Certificate I Store I K.ep Size I " alidity

1 contractor] Cizco 1024 until Jun 21, 2011
] contractor] Microzoft 1024 urtil Jurn 21, 2011
2 level 2 kicrozoft 1024 itvalid: not active

Mok conmecked.

The "level_2" digital certificate was installed on a laptop.

What can cause an "invalid not active" status message?

A. On first use, a CA server-supplied passphrase is entered to validate the certificate.

B. A "newly installed" digital certificate does not become active until it is validated by the peer device upon
its first usage.

C. The user has not clicked the Verify button within the Cisco VPN Client.

D. The CA server and laptop PC clocks are out of sync.
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Answer: D
Explanation:

Certificates have a date and time that they become valid and that they expire. When the security
appliance enrolls with a CA and gets a certificate, the security appliance checks that the current time is
within the valid range for the certificate. If it is outside that range, enrollment fails. Same would apply to
communication between ASA and PC

5.Refer to the exhibit.

# YPH Client | Create New YPN Connection Entry EJ

Connection Entr: |h-1 anagement

Dezcription: ].-'1‘-.8 C_Corp cisco

Host:|192.165.4.2

Athentication ]Transpl:urt ] Backup Servers ] Dial-Up ]

{+ [Group Authentication (" kutual Group Authentication
M arne:; M anagement
Fazsword: R

HHMRMMHN

Confirm Passwnrd:i

(" Certificate Authentication

Name:] _J

[T Send C& Certificate Chain

Eraze Lzer Pazaword | Save Cancel

A NOC engineer is in the process of entering information into the Create New VPN Connection Entry
fields.

Which statement correctly describes how to do this?

A. In the Connection Entry field, enter the name of the connection profile as it is specified on the Cisco
ASA appliance.

B. In the Host field, enter the IP address of the remote client device.

C. In the Authentication tab, click the Group Authentication or Mutual Group Authentication radio button to
enable symmetrical pre-shared key authentication.

D. In the Name field, enter the name of the connection profile as it is specified on the Cisco ASA
appliance.

Answer: D

Explanation:

Ivcd.html#wpl074766
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Step 1 Start the VPN Client by choosing Start > Programs > Cisco Systems VPN Client > VPN Client.
Step 2 The VPN Client application starts and displays the advanced mode main window (Figure 41). If
you are not already there, open the Options menu in simple mode and choose Advanced Mode or press
Ctrl-M.

& VPN Client 4.6 (Rel) =10 x|

Connection Entries  Status  Certificates Log Options Help

Cisco SysTems

2, €8 \=
Connect MHew [t pd ccdify [elete

Connection Enties |I:ertifi|:ates | Log |

Connection Entry 5
...................... T

Beta_134 36772134 IPSec

Diocurnentation 10.10.93.30 IPSec/UDP

E hgineering 1010.32.32 |PSec/UDF

E ngineering_Cert 10103232 |PSec/UDF

E ngineering_pre_shared 10103232 |PSec/UDF
4] | 2] i
|N-:ut connected. | i E

Step 3 Select New from the toolbar or the Connection Entries menu. The VPN Client displays a form

# ¥PH Client | Properties for "10.86.194.173"

Caonnection Entry: IEnnnectiDnﬂ.BE

Dezcription: IDDcumentatiDn Concentratar

Host: IH oztnamesBC

Authentication ITranspnrt | Backup Serverz I Dial-dp |

{ Group Authentication & Mutual Group Authentication
M ame: IEngineering
Pasaward: Ixxxxxxxx

Confirrn Passward: I

" Certificate suthentication

e I LI

[T | Send C6 Certificate Chait

Eraze [Jzer Basawond | Save Cancel

87714

Step 4 Enter a unique name for this new connection. You can use any name to identify this connection; for

6/16



The safer , easier way to help you pass any IT exams.

example, Engineering. This name can contain spaces, and it is not case-sensitive. Step 5 Enter a
description of this connection. This field is optional, but it helps further identify this connection. For
example, Connection to Engineering remote server. Step 6 Enter the hostname or IP address of the
remote VPN device you want to access.

Group Authentication Your network administrator usually configures group authentication for you. If this is
not the case, use the following procedure: Step 1 Click the Group Authentication radio button. Step 2 In
the Name field, enter the name of the IPSec group to which you belong. This entry is case-sensitive.
Step 3 In the Password field, enter the password (which is also case-sensitive) for your IPSec group. The
field displays only asterisks.

Step 4 Verify your password by entering it again in the Confirm Password field.

6.Refer to the exhibit.

# VPN Client | Statistics . x|

Tunnel Details| IRuuta Details | |

Address Information Connection Information

Client 100211 Entry: CorpNet

Server. 19216812 Time: 0 day(s). 00:14.07
Bytes Crypto

Received:. 0 Encryption: 128-bit AES

Sent 19200 Authentication: HMAC-SHA1
Packets Transport

Encrypted: 203 Transparent Tunneling Inactive

Decrypted0 Local LAN: Disabled

Discarded 539 Compression: MNone

Bypassed 446

Reset I

Close

A new NOC engineer is troubleshooting a VPN connection.

Which statement about the fields within the Cisco VPN Client Statistics screen is correct?

A. The ISP-assigned IP address of 10.0.21.1 is assigned to the VPN adapter of the PC.

B. The IP address of the security appliance to which the Cisco VPN Client is connected is 192.168.1.2.
C. CorpNet is the name of the Cisco ASA group policy whose tunnel parameters the connection is using.
D. The ability of the client to send packets transparently and unencrypted through the tunnel for test
purposes is turned off.

E. With split tunneling enabled, the Cisco VPN Client registers no decrypted packets.

Answer: B

7.An XYZ Corporation systems engineer, while making a sales call on the ABC Corporation headquarters,
tried to access the XYZ sales demonstration folder to transfer a demonstration via FTP from an ABC
conference room behind the firewall. The engineer could not reach XYZ through the remote-access VPN
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tunnel. From home the previous day, however, the engineer did connect to the XYZ sales demonstration
folder and transferred the demonstration via IPsec over DSL.

To get the connection to work and transfer the demonstration, what should the engineer do?

A. Change the MTU size on the IPsec client to account for the change from DSL to cable transmission.
B. Enable the local LAN access option on the IPsec client.

C. Enable the IPsec over TCP option on the IPsec client.

D. Enable the clientless SSL VPN option on the PC.

Answer: C

Explanation:

IP Security (IPSec) over Transmission Control Protocol (TCP) enables a VPN Client to operate in an
environment in which standard Encapsulating Security Protocol (ESP, Protocol 50) or Internet Key
Exchange (IKE, User Datagram Protocol (UDP) 500) cannot function, or can function only with
modification to existing firewall rules. IPSec over TCP encapsulates both the IKE and IPSec protocols
within a TCP packet, and it enables secure tunneling through both Network Address Translation (NAT)
and Port Address Translation (PAT) devices and firewalls

8.Refer to the exhibit.

Prioity: 7

Perfect Forward Secrecy: () Disable () Enable

MAT-T: [+] Enabile

Reverse Route Injection:  [+] Enable

Security Assoclation Lifetime
Tiene: 8 1|0 10 hhmm:s
Traffic Yolume: 4605000 FEytes

Static Crypto Map Enbry Parameders
Connection Type: originate-only w  (IKE v2 supports bidrectional only)
Pre-shared Key (for IKEv2):

Device Certificats: == Mo = w

IKE Megotiation Mode: (%) Main () Aggresive  {Only IKE v1 supports IKE Negotiation Mode)

While configuring a site-to-site VPN tunnel, a new NOC engineer encounters the Reverse Route Injection
parameter.

Assuming that static routes are redistributed by the Cisco ASA to the IGP, what effect does enabling
Reverse Route Injection on the local Cisco ASA have on a configuration?

A. The local Cisco ASA advertises its default routes to the distant end of the site-to-site VPN tunnel.

B. The local Cisco ASA advertises routes from the dynamic routing protocol that is running on the local
Cisco ASA to the distant end of the site-to-site VPN tunnel.

C. The local Cisco ASA advertises routes that are at the distant end of the site-to-site VPN tunnel.
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D. The local Cisco ASA advertises routes that are on its side of the site-to-site VPN tunnel to the distant
end of the site-to-site VPN tunnel.
Answer: C

9.Refer to the exhibit.

ASASS520# show vpn-zsession anyconnect

U=ername : engineerl Index H -
hg=zigned TP : 10.0.4.B0 Public IP : 172.26.26.15
Protocol : Clientless SS5L-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : RC4 AES1Z8 Hashing : BHAL

Bytes Tx : B350a Byte= Rx 17216
Group PBelicy : engineering Tunnel Group : contractor
Login Time ¢ ALk 3857 UTC Thy Jol: I 2011

Duration : Oh:01lm:52=

Inactiuity t Dh:0D0m:00s

NAZ Result ! Unknown

VLAN Mapping : Static WLAN : 100

A NOC engineer needs to tune some prelogin parameters on an SSL VPN tunnel.

From the information that is shown, where should the engineer navigate to find the prelogin session
attributes?

A. "engineering" Group Policy

B. "contractor" Connection Profile

C. "engineerl" AAA/Local Users

D. DfitGrpPolicy Group Policy

Answer: B

10.Refer to the exhibit.

ASASS520# sheow vpn-session anyconnact

Username : englneerl Index : B
Azzigned TP : 10.0.4.80 Public IP : 192.26.26.15
Protocol ! Clientless SSL-Tunnel DTL3-Tunnel

License : AnyConnect Premium

Encryption :{ RC4 AES1Z2H Hashing : BHAL

Bytes Tx : 63508 Byte=z Rx r 17216
Group Policy : engineering Tunnel Group @ contracter
Login Time ¢ 1k 35057 UTC Thu Jul 1 2011

Duratiocn : Dh:01lm:52s

Inactivity : Dh:00m:00s

MAC Result ¢ Unknown

VLAN Mapping : Static VLAN : 200

A NOC engineer needs to tune some postlogin parameters on an SSL VPN tunnel.

From the information shown, where should the engineer navigate to, in order to find all the postlogin
session parameters?

A. "engineering" Group Policy

B. "contractor" Connection Profile

C. Default WEBVPNGroup Group Policy

D. DefaultRAGroup Group Policy

9/16



The safer , easier way to help you pass any IT exams.

E. "engineerl" AAA/Local Users

Answer: A

Explanation:

The policy group is a container that defines the presentation of the portal and the permissions for
resources that are configured for a group of remote users. Entering the policy group command places the
router in webvpn group policy configuration mode. After it is configured, the group policy is attached to the
SSL VPN context configuration by configuring the default-group-policy command.

The following tasks are accomplished in this configuration:

11.Refer to the exhibit.

Login

Please enter your usemame and password.

GROUP: v

USERNAME:
PASSWORD:

For the ABC Corporation, members of the NOC need the ability to select tunnel groups from a drop-down
menu on the Cisco WebVPN login page.

As the Cisco ASA administrator, how would you accomplish this task?

A. Define a special identity certificate with multiple groups, which are defined in the certificate OU field,
that will grant the certificate holder access to the named groups on the login page.

B. Under Group Policies, define a default group that encompasses the required individual groups that will
appear on the login page.

C. Under Connection Profiles, define a NOC profile that encompasses the required individual profiles that
will appear on the login page.

D. Under Connection Profiles, enable "Allow user to select connection profile."

Answer: D

Explanation:

Cisco ASDM User Guide Version 6.1 Add or Edit SSL VPN Connections > Advanced > SSL VPN This
dialog box lets you configure attributes that affect what the remote user sees upon login. Fields * Login
Page Customization—Configures the look and feel of the user login page by specifying which
preconfigured customization attributes to apply. The default is DfltCustomization.

* Manage—Opens the Configure GUI Customization Objects window. « Connection Aliases—Lists in a

10/16


http://www.cisco.com/en/US/docs/ios/12_4t/12_4t11/htwebvpn.html#wp1054618

The safer , easier way to help you pass any IT exams.

table the existing connection aliases and their status and lets you add or delete items in that table. A
connection alias appears on the user login page if the connection is configured to allow users to select a
particular connection (tunnel group) at login. — Add—Opens the Add Connection Alias window, on which
you can add and enable a connection alias. — Delete—Removes the selected row from the connection
alias table. There is no confirmation or undo. * Group URLs—Lists in a table the existing group URLs and
their status and lets you add or delete items in that table. A group URL appears on the user login page if
the connection is configured to allow users to select a particular group at login. — Add—Opens the Add
Group URL window, on which you can add and enable a group URL. — Delete—Removes the selected
row from the connection alias table. There is no confirmation or undo.

12.Refer to the exhibit.

access-listtemp_acl webtype permit ur hitp:/10.0.4.10 usemame temp1 attributes
webvpn vpn-group-policy temp_worker
enable outside vpn-iunnel-protocol webvpn
svc enable group-lock value temp_worker
tunnel-group-listenable sarvice-lype remote-access
group-policy temp_worker internal webvpn
group-policy temp_worker aftributes file-browsing disable
banner value Welcome Temp Workersl file-entry enable
vpn-funnel-protocol webvpn url-entry disable
vlan 100 hidden-shares none
webvpn url-listvalue Corporate_Server
url-list value Corporate_Server customization value temp_worker
url-entry disable tunnel-group temp_worker type remote-access
group-policy Default attributes tunnel-group temp_worker general-attnbutes
vpn-iunnel-protocol IPSec svc webvpn default-group-policy temp_worker
webvpn tunnel-group temp_worker webvpn-attributes
url-list value Corporate_Server customization temp_worker
filter value temp_acl group-alias temp_worker enable
usemame temp1 password cisco group-url hitps /192 168 4 2Aemp_worker enable

A junior network engineer configured the corporate Cisco ASA appliance to accommodate a hew
temporary worker. For security reasons, the IT department wants to restrict the internal network access of
the new temporary worker to the corporate server, with an IP address of 10.0.4.10. After the junior
network engineer finished the configuration, an IT security specialist tested the account of the temporary
worker. The tester was able to access the URLs of additional secure servers from the WebVPN user
account of the temporary worker.

What did the junior network engineer configure incorrectly?

A. The ACL was configured incorrectly.

B. The ACL was applied incorrectly or was not applied.

C. Network browsing was not restricted on the temporary worker group policy.

D. Network browsing was not restricted on the temporary worker user policy.

Answer: B

13.Your corporate finance department purchased a new non-web-based TCP application tool to run on
one of its servers. Certain finance employees need remote access to the software during nonbusiness
hours. These employees do not have "admin” privileges to their PCs.

What is the correct way to configure the SSL VPN tunnel to allow this application to run?

A. Configure a smart tunnel for the application.
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B. Configure a "finance tool" VNC bookmark on the employee clientless SSL VPN portal.

C. Configure the plug-in that best fits the application.

D. Configure the Cisco ASA appliance to download the Cisco AnyConnect SSL VPN Client to the finance
employee each time an SSL VPN tunnel is established.

Answer: A

Explanation:

connection between a TCP-based application and a private site, using a clientless (browser based) SSL
VPN session with the security appliance as the pathway, and the security appliance as a proxy server.
You can identify applications to which you want to grant smart tunnel access, and specify the local path to
each application. For applications running on Microsoft Windows, you can also require a match of the
SHA-1 hash of the checksum as a condition for granting smart tunnel access. Lotus SameTime and
Microsoft Outlook Express are examples of applications to which you might want to grant smart tunnel
access. Configuring smart tunnels requires one of the following procedures, depending on whether the
application is a client or is a web-enabled application:

Create one or more smart tunnel lists of the client applications, then assign the list to the group policies or
local user policies for whom you want to provide smart tunnel access.

Create one or more bookmark list entries that specify the URLs of the web-enabled applications eligible
for smart tunnel access, then assign the list to the DAPSs, group policies, or local user policies for whom
you want to provide smart tunnel access. You can also list web-enabled applications for which to
automate the submission of login credentials in smart tunnel connections over clientless SSL VPN
sessions. Why Smart Tunnels? Smart tunnel access lets a client TCP-based application use a
browser-based VPN connection to connect to a service. It offers the following advantages to users,
compared to plug-ins and the legacy technology, port forwarding:

Smart tunnel offers better performance than plug-ins.

Unlike port forwarding, smart tunnel simplifies the user experience by not requiring the user connection of
the local application to the local port.

Unlike port forwarding, smart tunnel does not require users to have administrator privileges. The
advantage of a plug-in is that it does not require the client application to be installed on the remote
computer. Smart Tunnel Requirements, Restrictions, and Limitations The following sections categorize
the smart tunnel requirements and limitations. General Requirements and Limitations Smart tunnel has
the following general requirements and limitations:

The remote host originating the smart tunnel must be running a 32-bit version of Microsoft Windows Vista,
Windows XP, or Windows 2000; or Mac OS 10.4 or 10.5.

Smart tunnel auto sign-on supports only Microsoft Internet Explorer on Windows.

The browser must be enabled with Java, Microsoft ActiveX, or both.

Smart tunnel supports only proxies placed between computers running Microsoft Windows and the
security appliance. Smart tunnel uses the Internet Explorer configuration (that is, the one intended for
system-wide use in Windows). If the remote computer requires a proxy server to reach the security
appliance, the URL of the terminating end of the connection must be in the list of URLs excluded from
proxy services. If the proxy configuration specifies that traffic destined for the ASA goes through a proxy,
all smart tunnel traffic goes through the proxy.

In an HTTP-based remote access scenario, sometimes a subnet does not provide user access to the
VPN gateway. In this case, a proxy placed in front of the ASA to route traffic between the web and the end
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user's location provides web access. However, only VPN users can configure proxies placed in front of
the ASA.

When doing so, they must make sure these proxies support the CONNECT method. For proxies that
require authentication, smart tunnel supports only the basic digest authentication type.

When smart tunnel starts, the security appliance by default passes all browser traffic through the VPN
session if the browser process is the same. The security appliance also does this if a tunnel-all policy
applies. If the user starts another instance of the browser process, it passes all traffic through the VPN
session. If the browser process is the same and the security appliance does not provide access to a URL,
the user cannot open it. As a workaround, assign a tunnel policy that is not tunnel-all.

A stateful failover does not retain smart tunnel connections. Users must reconnect following a failover.

14.Which statement about plug-ins is false?

A. Plug-ins do not require any installation on the remote system.
B. Plug-ins require administrator privileges on the remote system.
C. Plug-ins support interactive terminal access.

D. Plug-ins are not supported on the Windows Mobile platform.
Answer: B

Explanation:

tml#wpl1162435

Plug-ins

The security appliance supports Java plug-ins for clientless SSL VPN connections. Plug-ins are Java
programs that operate in a browser. These plug-ins include SSH/Telnet, RDP, VNC, and Citrix. Per the
GNU General Public License (GPL), Cisco redistributes plug-ins without making any changes to them.
Per the GPL, Cisco cannot directly enhance these plug-ins. To use plug-ins you must install Java Runtime
Environment (JRE) 1.4.2.x or greater. You must also use a compatible browser specified here:

15.A temporary worker must use clientless SSL VPN with an SSH plug-in, in order to access the console
of an internal corporate server, the projects.xyz.com server. For security reasons, the network security
auditor insists that the temporary user is restricted to the one internal corporate server, 10.0.4.18. You are
the network engineer who is responsible for the network access of the temporary user.

What should you do to restrict SSH access to the one projects.xyz.com server?

A. Configure access-list temp_user_acl extended permit TCP any host 10.0.4.18 eq 22.

B. Configure access-list temp_user_acl standard permit host 10.0.4.18 eq 22.

C. Configure access-list temp_acl webtype permit url ssh://10.0.4.18.

D. Configure a plug-in SSH bookmark for host 10.0.4.18, and disable network browsing on the clientless
SSL VPN portal of the temporary worker.

Answer: C

Explanation: Web ACLs

The Web ACLs table displays the filters configured on the security appliance applicable to Clientless SSL
VPN traffic. The table shows the name of each access control list (ACL), and below and indented to the
right of the ACL name, the access control entries (ACEs) assigned to the ACL. Each ACL permits or
denies access permits or denies access to specific networks, subnets, hosts, and web servers. Each ACE
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specifies one rule that serves the function of the ACL. You can configure ACLs to apply to Clientless SSL
VPN traffic. The following rules apply: * If you do not configure any filters, all connections are permitted. «
The security appliance supports only an inbound ACL on an interface. * At the end of each ACL, an
implicit, unwritten rule denies all traffic that is not explicitly permitted. You can use the following wildcard
characters to define more than one wildcard in the Webtype access list entry: « Enter an asterisk “*”jt t
match no characters or any number of characters. « Enter a question mark “°”it to ratd ary ore charate
exactly. « Enter square brackets “J"jx to cr eate a range operato ttd rat ches ary ore charata inarang
The following examples show how to use wildcards in Webtype access lists. « The following example

16.Authorization of a clientless SSL VPN defines the actions that a user may perform within a clientless
SSL VPN session. Which statement is correct concerning the SSL VPN authorization process?

A. Remote clients can be authorized by applying a dynamic access policy, which is configured on an
external AAA server.

B. Remote clients can be authorized externally by applying group parameters from an external database.
C. Remote client authorization is supported by RADIUS and TACACS+ protocols.

D. To configure external authorization, you must configure the Cisco ASA for cut-through proxy.

Answer: B

17.After adding a remote-access IPsec tunnel via the VPN wizard, an administrator needs to tune the
IPsec policy parameters.

Where is the correct place to tune the IPsec policy parameters in Cisco ASDM?

A. IPsec user profile

B. Crypto Map

C. Group Policy

D. IPsec Policy

E. IKE Policy

Answer: B

Explanation:

18.Refer to the exhibit.
[%ASA-5-713259 Group = contractor, Username = vpnuser, IP = 172.16.1.20, Session is being torn down. Reason: Phase 2 Mismaich ]

While troubleshooting a remote-access application, a new NOC engineer received the logging message
that is shown in the exhibit.

Which configuration is most likely to be mismatched?

A. IKE configuration

B. extended authentication configuration

C. IPsec configuration

D. digital certificate configuration

Answer: C

Explanation:

d %ASA-5-713259: Group = groupname, Username = username, IP = peerlP, Session is being torn down.
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Reason: reason Explanation The termination reason for the ISAKMP session appears, which occurs
when the session is torn down through session management.

groupname—The tunnel group of the session being terminated

username—The username of the session being terminated

peerlP—The peer address of the session being terminated

reason—The RADIUS termination reason of the session being terminated. Reasons include the following:
-Port Preempted (simultaneous logins)

-Idle Timeout

-Max Time Exceeded

-Administrator Reset

19.Refer to the exhibit.

-Certificate

General | Details | Certification Path

Certification path

CN=ASAS520.,cisco,com
ou=employes, cr=level_2

Confiquration > Remote Access YPN > Network (Client) Access > Advanced > IPsec > Certificate to o
Connection Profile Maps > Rules

Define nies bo map certificates to desired connection profiles (tunnel groups). Use the bottom table to configure
certificate fiedds together with their matching criteria for the selected rule.

Certificate status:

This certificate is O, Certificate to Connection Profile Maps
% Add (& Ede [ Delete

Map Name Rude: Priority Mapped to Connection Profile
menogement | Glmengement
Def sultCertificateMap 10 employee

Mapping Criteria

& Add [ Ede [] Delete

Fiekd Component Ciper ator Value
Subject ——[Conmon Neme (Ch)
Subject Organizational Unit (OL) Equals ernployee

[_seoy [ Reset |

The ABC Corporation is changing remote-user authentication from pre-shared keys to certificate-based
authentication. For most employee authentication, its group membership (the employees) governs
corporate access. Certain management personnel need access to more confidential servers. Access is
based on the group and name, such as finance and level_2. When it is time to pilot the new authentication
policy, a finance manager is able to access the department-assigned servers but cannot access the
restricted servers.

As the network engineer, where would you look for the problem?

A. Check the validity of the identity and root certificate on the PC of the finance manager.

B. Change the Management Certificate to Connection Profile Maps > Rule Priority to a number that is
greater than 10.

C. Check if the Management Certificate to Connection Profile Maps > Rules is configured correctly.
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D. Check if the Certificate to Connection Profile Maps > Policy is set correctly.
Answer: D
Explanation:
Cisco ASDM User Guide Version 6.1
To configure the evaluation of IPSec or SSL VPN connections against certificate criteria-based rules, use

the IPSec Certificate to Connection Maps > Rules or Certificate to SSL VPN Connections Profile Maps
panel.

This panel lets you create the certificate-based criteria for each IPSec and SSL VPN connection profile,
as follows:

Step1  Use the table at the top (Certificate to Connection Profile Maps) to do one of the following:

+ Create a list name, called a “map,” specify the priority of the list, and assign the list to a connection
profile.

ASDM highlights the list after you add it to the table.

+ Confirm that a list is assigned to the connection profile for which you want to add certificate-based
rules.

ASDM highlights the hst after you add 1t to the table and displays any associated list entries in the
table at the bottom of the pane.

Step2  Use the table at the bottom (Mapping Criteria) to view, add, change or delete entries to the selected list.

Each entry in the list consists of one certificate-based rule. All of the rules in the mapping criteria list
need to match the contents of the certificate for the security appliance to choose the associated map

index. To assign a connection if one criterion or another matches, create one list for each matching
criterion.

20.Refer to the exhibit.

LaC
e

Conl > Re Access ¥YPN = A Local Users > Local Users O
Create entries in the ASA local user database,

Command authorization must be enabled in order for the user account privileges to be enforced. To enable command authorization, go to
Authorization.

AAA authentication console commands must be enabled in order for certain access restrictions to be enforced, To enable AA& authentication

command go to Authentication,
Username Privilege Level (Role) Access Restrictions YPM Group Policy PN Group Lock
employee == Inherit Group Palic,, .
managerl 2 Mo ASDMJCLI management -- Inherit Group Palic...
contractor 15 Full -~ Inherit Group Policy -- -- Inherit Group Polic...
contractorl 2 Mo ASDMJCLI new_hire -~ Inherit Group Palic...

The user "contractor" inherits which VPN group policy?
A. employee

B. management

C. DefautWEBVPNGroup

D. DfltGrpPolicy

E. new_hire

Answer: D
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